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Introduction

The goal of this study is to understand the alternatives to classical protocols for obtaining
cryptographic keys that can be used as substitutes, should quantum computers be realized.

This study explores quantum alternatives to traditional key distribution protocols and involves
implementations of Quantum Key Distribution protocol - Bennett-Brassard (BB84) on 2 cases: with and
without cyber-attacks.

Implementation

I. Bennett-Brassard without eavesdropper

The study will present the results obtained from the Bennett-Brassard (BB84) protocols software
implementation. To implement BB84 protocols, we used C ++ language.

On first BB84 simulator, the emitter and the receiver will communicate safety, without the
presence of the eavesdropper. To obtain the cryptographic key, both of them will execute the stages of the
Bennett - Brassard protocol: bases reconciliation, reconciliation and privacy amplification secret key.

The equipment used for the deployment of simulation of BB84 protocol are computers connected
by switches. Each computer has a static IP to communicate over the switch and on each computer will run
specific programs: the Emitter and Receiver, respectively.
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Fig.1. Bennett-Brassard protocol ideal — without eavesdropper

We tested the application on a variable number of input data (qubits) and have studied how vary
QBER.

After running 10 times the simulation program QKD - ideal, we obtained the following results for
an initial key with sizes ranging from 320 to 2560 qubits:
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Initial qubits = 160 Initial qubits =320 Initial qubits = 640 Initial qubits = 1280 Initial qubits = 2560
No. final bits QBER (%) No. final bits QBER (%) No. finalbits QBER (%) No. final bits QBER (%) No. finalbits QBER (%)

81 50 166 51 298 46 669 52 1312 51
86 53 160 50 327 51 664 51 1338 S2
91 56 157 49 319 49 617 48 1267 49
70 43 181 56 309 48 652 50 1331 S1
78 48 169 52 317 49 640 50 1344 52
75 45 149 46 314 49 645 S0 1234 48
82 51 158 49 316 49 644 50 1300 50
84 52 176 55 329 51 626 48 1254 48
91 56 159 49 317 49 633 49 1288 S0
81 50 162 50 313 48 641 50 1337 52

Fig.2. Values of QBER and Final key depending on Initial number qubits

1500
——TTT N — == |nitial qbits - 160
1000 = |nitial gbits - 320
Final key
(no. bits) Initial gbits - 640
500
— Initial gbits - 1280
0

== |nitial gbits - 2560
51 52 49 51 52 48 50 48 50 52

QBER (%)

Fig.3. Graphic representation of QBER and Final key depending on Initial number qubits

Analyzing the data obtained we can conclude that quantum bit error rate — QBER the final key is
around 50%.

I1. Bennett-Brassard with eavesdropper

The attack used by the enemy in BB84 simulation program is Intercept-Resend method. The
Intercept-Resend attack, called the Fake-State, is the most common type attack used on quantum key
distribution systems.

The Eavesdropper, interrupting the quantum channel, measure each qubit received from the
Emitter and, then, the Eavesdropper transmits to Receiver other polarized qubits without leaving traces of
the attack.

Use of two polarization bases, gives the Eavesdropper a chance to get about 50% of
measurements compatible with qubits transmitted by the Emitter.

L EMITTER - e AVESDROPPY =
Host: 1270.0.1 Eavesdropper Eavesdropper - Emitter Eavesdropper - Receiver
Host: 127.0,0.1 Host: 127.0.0.1
Port: 838 AR Disconnect @ s @
Port: 993 Port: 344
Emitter bases:
ooousouUsDR 1oy DOODLLLLDLLDDL Emiter | Raceptor
Do0LoLoULEX B0 Generate
Emitter qubits: Qubit: tts

st Reconciiation:

i SERCAE 0L —OL—0L—0-OULL 100D AT~ .00——AUDLODULDO0 D00 L DADOL DDA O——DDALDOL—00>
U441 00-D-LL4DL DD LA D000 DD O DUE0L DAL | DL DO P DO DO D-D-D D LB DA. COUD- AL D40 DUTOAD 4L S Ao D

BTy T b o o o PV T e

Qubits: Qubits:

Fnalkey: 154 Fnalkey: 164

1100010:
100000010011001110111030100110001000011101011

Fig.4. Intercept-Resend attack (Emitter — Eavesdropper)
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Fig.5. Intercept-Resend attack (Emitter — Eavesdropper)

The probability Eavesdropper chooses the incorrect basis is 50%, and if Receiver measures this
intercepted qubits, he gets a random result, i.e., an incorrect result with probability of 50%. The
probability an intercepted qubits generates an error in the key string is then 50% x 50% = 25%.

Conclusions

Even if the main disadvantage of quantum key distribution algorithms present the final key is the
small size compared to the initial size of the transmitted key, the focus is on getting a unique secret keys
with a satisfactory size.

The final key, obtained with any of quantum key distribution scheme can be used together with
one-time pad algorithm to create a perfectly safe cryptosystem.
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