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Quantum homomorphic encryption is a form of encryption in which two parties named Al-
ice and Bob have the input data and program, respectively, and Bob computes the program
on the encrypted input data and returns the result to Alice, without knowing Alice’s input
data. We have recently shown that any quantum homomorphic encryption with perfect data
privacy cannot keep the program private at all, and that deterministic fully homomorphic
encryption necessarily incurs exponential overhead if perfect security is required. The latter
conclusion has been shown to hold in the case that the programs are implemented approx-
imately by some other unitary operations. But in the results above it was assumed that
any shared entangled state on the two parties is a pure state. In this paper we prove that
in any exact deterministic quantum homomorphic encryption scheme with a passive third
party which only distributes initial entanglement, if the data is perfectly private, then the
effective program cannot be private at all. But for Alice to learn all information about Bob’s
program in one-shot, her allowed input data states are restricted to be of some special type,
possibly entangled with ancillas. This conclusion implies that quantum homomorphic en-
cryption cannot be secure even with the help of shared keys, including classical public keys.

The case of inexact implementation of the programs is also discussed.

In classical cryptography, homomorphic encryption is a form of encryption to allow another
party to do computation on the encrypted data without knowing the original data (this requirement
is called data-privacy). Generally we have another requirement called “program privacy” which
requires that the party who has the initial data (Alice) is not able to learn the algorithm used in
the computation by the second party (Bob), except what can be learnt from the output for one
particular input. Homomorphic encryption itself is a feature of an information processing protocol,
i.e. it is a set of algorithms or routines used in some protocols. The context in which homomorphic
encryption is usually used is computation tasks with one round of classical communication.

There have been schemes [IH4] of classical homomorphic encryption that work for any security

*Electronic address: liyu@nii.ac.jp


mailto:liyu@nii.ac.jp

parameter but not information-theoretically secure, and with overhead polynomial in the secu-
rity parameter and the size of the circuit to be evaluated. An exactly correct and information-
theoretically secure scheme (with bounded overhead) has not been found. It is still an active
research problem of searching for information theoretically secure homomorphic encryption sys-
tems which support arbitrary algebraic operations or are fully homomorphic, see [5] for a survey
and [6] for a recent paper on the latter topic. Assuming the world is quantum, we note that the
results in [[7, 8] could be viewed as at least partially solving the problem for classical homomorphic
encryption in some indirect way.

The concept of quantum homomorphic encryption has appeared in the literature [9]. It was left
open whether there is a quantum homomorphic encryption scheme that allows universal quantum
computation and still keep both data privacy and program privacy, but it was shown in [9] that such
a scheme does not exist under a specific encryption method known as the quantum one-time-pad.
Some other works in the literature include [I0] and [II]. Note that they are interactive protocols,
but the non-interactive cases as special cases of their protocols should be subject to our analysis
here. In [12], it is proven that (i) quantum homomorphic encryption with perfect data privacy
cannot keep the program private at all, and (ii) that deterministic fully homomorphic encryption
necessarily incurs exponential overhead if perfect security is required, where “fully” refers to the
unitary program to be performed being arbitrary. It can be shown that the statement (ii) still holds
with passive third parties that only distributes tripartite entanglement initially but do not interact
with other systems later. But generalizations to statement (i) does not follow immediately. In this
paper we show that there is no perfect scheme in the case that there is a passive third party, and
in fact we show a stronger result: if the scheme is correct in its computation results, and perfectly
secure in data privacy, i.e. Bob is not able to learn any information about the input data, then
Alice must be able to learn all information about Bob’s program, or an equivalent program, using
one run of the protocol, albeit with special choices of input states which may be entangled with
ancillas.

The Theorem [I| below is our main result. A generalized quantum homomorphic encryption
scheme is similar to that in [I2], but allowing initially mixed entangled states shared by Alice and

Bob. This is equivalent to introducing a passive third party.

Theorem 1 In a (generalized) quantum homomorphic encryption scheme with perfect data pri-
vacy, a cheating Alice is able to learn all information about Bob’s program or an equivalent program,

by choosing a suitable input state, which may be an entangled state on the input system and ancillas.



Note that we assume the input data state could be any state in a finite-dimensional complex
Hilbert space, i.e. it is not limited to a subset of such space.

Note that Corollary 1 in [I2] holds in the case of mixed entangled resource state, if we regard
all systems except Bob’s as belonging to Alice. As a result of Corollary 1(3) in [12] extended to

the case of mixed entangled resource state, we have

Corollary 2 In a (generalized) quantum homomorphic encryption scheme with perfect data pri-
vacy, with the permissible set of unitary operations denoted S, if S is a set that is e-approrimately
universal on n qubits, that is every element of SU(2"™) can be approximated to an accuracy

of €, then the required amount of classical or quantum communication grows proportional to
(22" — 1) logy (1/e€).

This means the communication cost (for Bob’s message to Alice) is roughly exponential in the
number of input qubits.

Conclusions. We have shown that in perfect information-theoretically secure quantum homo-
morphic encryption with a passive third party which only distributes initial entanglement, if the
data is perfectly private, then the program cannot be private at all. But for Alice to perfectly
learn about the program in one-shot, the input state she could use is restricted in general. The
allowed classes of quantum circuits are arbitrary sets of unitary operators, and we require that
the possible input states take up an entire finite-dimensional complex Hilbert space. Since shared
public classical key is a special case of the initial tripartite entanglement, our conclusion implies
that quantum homomorphic encryption cannot be perfectly secure in both the data and the pro-
gram, even with classical public keys. We also discussed the approximate implementation of the
circuits. The results in this paper could have further implications for other cases, such as when
data privacy is partially broken. Further topics of study include schemes with partial data privacy,
and interactive homomorphic schemes, i.e. those allowing multiple rounds of communication, and

practical limits to security under realistic experimental conditions.
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