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Abstract

In this work, we study position-based cryptography in the quantum setting. The aim is to use the
geographical position of a party as its only credential. On the negative side, we show that if adversaries are
allowed to share an arbitrarily large entangled quantum state, no secure position-verification is possible at
all. To this end, we prove the following very general result. Assume that Alice and Bob share a (possibly)
unknown quantum state |¢)) 4p and some classical information x,y respectively. Their goal is to calculate
and share a new state |¥) 15 = U, y[1)) 4B, where {U; ;} is a set of fixed unitary operations. Clearly, since
both the quantum state and the classical state that determines the unitary are distributed among the players,
they need to communicate. The question that we ask here is how many rounds of communication are needed,
where by a round we define both Alice and Bob sending both classical and quantum messages to each other
without waiting for messages of other parties. It is easy to achieve such a task using two rounds of classical
communication. Surprisingly, in case Alice and Bob share enough entanglement to start with, we show that
the same task can be done using a single round of classical communication in which Alice and Bob send
simultaneously to each other the classical data involved. In the paper, we generalize this theorem to multiple
players. As an immediate consequence of this theorem, we show a generic attack that breaks any position-
verification scheme. On the positive side, we show that if adversaries do not share any entangled quantum
state but can compute arbitrary quantum operations, secure position-verification is achievable. Jointly, these
results suggest the interesting question whether secure position-verification is possible in case of a bounded
amount of entanglement. Our positive result can be interpreted as resolving this question in the simplest
case, where the bound is set to zero. In models where secure positioning is achievable, it has a number of
interesting applications. For example, it enables secure communication over an insecure channel without
having any pre-shared key, with the guarantee that only a party at a specific location can learn the content
of the conversation. More generally, we show that in settings where secure position-verification is achievable,
other position-based cryptographic schemes are possible as well, such as secure position-based authentication
and position-based key agreement.

1 Background

The goal of position-based cryptography, as introduced by Chandran, Goyal, Moriarty and Ostrovsky [CGMO09]
in the classical setting, is to do cryptography without digital cryptographic keys, but where instead the geo-
graphical position of a party acts as its (only) “credential”. For example, one would like to send a message to
a party at a geographical position pos with the guarantee that the party can decrypt the message only if he
or she is physically present at pos. A central task in position-based cryptography is the problem of position-
verification. We have a prover P at position pos, wishing to convince a set of verifiers Vj, ..., V) (at different
points in geographical space) that he (i.e. the prover) is indeed at that position pos. The prover can run an
interactive protocol with the verifiers in order to do this. The main technique for such a protocol is known
as distance bounding [BC94]. In this technique, a verifier sends a random nonce to P and measures the time
taken for P to reply back with this value. Assuming that communication is bounded by the speed of light, this
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technique gives an upper bound on the distance of P from the verifier. The problem of position-verification
has been studied before in the field of wireless security, and there have been several proposals for this task.
However, [CGMOO09] shows that there exists no protocol for position-verification that offers security in the pres-
ence of multiple colluding adversaries. In other words, the set of verifiers cannot distinguish between the case
when they are interacting with an honest prover at pos and the case when they are interacting with multiple
colluding dishonest provers, none of whom are at position pos. Their impossibility result holds even if we make
computational hardness assumptions, and it also rules out most other interesting position-based cryptographic
tasks. On the positive side, they give a scheme which is secure under the (questionable) assumption that the
adversaries cannot store a large amount of classical information. This leaves us with the following question—is
there any other assumption or setting in which position-based cryptography is realizable?

2 Our Approach and Our Results

In this work, we study position-based cryptography in the quantum setting. This seems to be a promising
approach; by going to the quantum setting, one may be able to circumvent the impossibility result due to the
no-cloning principle. If some information is encoded into a quantum state, then the above attack fails because
the adversary can either store the quantum state or send it to a colluding adversary (or do something in-between,
like store part of it), but not both. However, this intuition turns out to be not completely accurate. Once
the adversaries pre-share entangled states, they can make use of quantum teleportation [BBCT93]. Although
teleportation on its own does not appear to immediate conflict with the above intuition, we show that, based on
techniques by Vaidman [Vai03], adversaries holding a large amount of entangled quantum states can success-
fully attack any position-based quantum scheme. We analyze our generic attack against an arbitrary 1-round
position-verification scheme, but the attack works similarly against multi-round schemes. More generally, we
prove a general result that any distributed quantum computation can be achieved in a single round of commu-
nication if the players start out with enough EPR pairs. Interestingly, pre-sharing entangled quantum systems
is vital for attacking the position-verification scheme, because we show that otherwise, there exist schemes that
are secure in the information-theoretic sense. If the adversary is not allowed any pre-shared entanglement, we
show how to construct secure protocols for several position-based cryptographic tasks: position-verification, au-
thentication, and key exchange. This leads to an interesting open question regarding the amount of pre-shared
entanglement required to break the positioning scheme: the case of a large amount of pre-shared states yields
a complete break of any scheme while having no pre-shared states leads to information-theoretically secure
schemes. The threshold of pre-shared quantum systems that keeps the system secure is yet unknown.

3 Our Attack and our Schemes in More Detail

Position-Verification - A Simple Approach. Let us briefly discuss here the 1-dimensional case in which
we have two verifiers Vy and V7, and a prover P at position pos that lies on the straight line between V; and
Vi. Now, to verify P’s position, Vj sends a BB84 qubit H?|z) to P, and V; sends the corresponding basis 6 to
P. The sending of these messages is timed in such a way that H%|z) and 6 arrive at position pos at the same
time. P then has to measure the qubit in the given basis to obtain z, and immediately send = to Vj and Vi,
who verify the correctness of z and if it has arrived “in time”. The intuition for this scheme is the following.
Consider a dishonest prover ]30 between V) and P, and a dishonest prover ]31 between V; and P. (It is not
too hard to see that additional dishonest provers do not help.) When Py receives the BB84 qubit, she does
not know yet the corresponding basis #. Thus, if she measures it immediately when she receives it, then she is
likely to measure it in the wrong basis and Py and Py will not be able to provide the correct z. However, if she
waits until he knows the basis 6, then ]50 and Pl will be too late in sending x to Vi in time. Similarly, if she
forwards the BB84 qubit to ]51, who receives 8 before P does, then Py and Py will be too late in sending x to
V. It seems that in order to break the scheme ]50 needs to store the qubit until she receives the basis 6 and at
the same time send a copy of it to P,. But this is impossible by no-cloning.

The Attack. The above intuition turns out to be wrong. Using pre-shared entanglement, Py and P, can
perform quantum teleportation which enables them (in some sense) to act coherently on the complete state
immediately upon reception. Although simply teleportating the BB84 qubit from Py to P; does not break



the scheme, because standard teleportation also requires Py to send some classical information to P;, we show
that based on ideas by Vaidman [Vai03], there exists a general attack which breaks any (1-round) position-
verification scheme. In the attack, Py and P, teleport states back and forth many times in a clever way, without
awaiting the classical measurement outcomes from the other party’s teleportations.

Position-Verification in the No Pre-shared Entanglement (No-PE) Model. On the other hand,
the above intuition is correct in the No-PE model, where the adversaries are not allowed to have pre-shared
entangled quantum states. However, rigorously proving the security of the scheme in the No-PE model is
non-trivial. Our proof is based on the strong complementary information tradeoff (CIT) due to Renes and
Boileau [RB09] (generalized in [BCCT10]), and it guarantees that for any strategy, the success probability of
150 and P; is bounded by approximately 0.89. By repeating the above simple scheme sequentially, we obtain
a secure multi-round positioning scheme with exponentially small soundness error. The scheme can easily be
extended to arbitrary dimension d. The idea is to involve additional verifiers Vs, ..., V; and have the basis

secret-shared among V1, Vs, ..., Vy.

Position-based authentication and key-exchange in the No-PE Model. Based on our position-
verification scheme in the No-PE model, we show the existence of a position-based authentication scheme
in the No-PE model. The goal of such an authentication scheme is be able to verify that a received message m
was sent by a party at some specific position pos, and m was not tampered with during the transmission.

Given a position-based authentication scheme, one can immediately obtain a position-based key exchange
scheme in the No-PE model simply by (essentially) executing an arbitrary quantum-key-distribution scheme
(e.g. [BB84]), which assumes an authenticated classical communication channel, and authenticate the classical
communication by means of the position-based authentication scheme.

4 Related Work

Recently, several papers on position-based quantum cryptography have been published on arXiv: [Mall0a,
Mal10b, KMS10, Ken10, LL10]. Both papers [KMS10] and [LL10] show the insecurity of certain position-
verification schemes (like the BB84-based scheme sketched in Section 3). None of the paper gives a general
impossibility result. The papers [MallOa, Mall0b, LL10] give constructions of position-verification schemes
which they claim/conjecture secure, and [LL10] gives a security proof of the proposed scheme in a restricted
setting. [KMS10] also proposes several constructions of position-verification schemes that are not subject to
their attack, but no strong claims about their security is made. None of these papers addresses more enhanced
position-based schemes, like authentication or key agreement. In [Kenl10], Kent considers a different model for
position-based cryptography where the prover is assumed to share with the verifiers a classical key unknown to
the adversary. In this case, using this classical key stream as authentication resource, quantum key distribution
can be used to expand that key ad infinitum. To clarify the historic picture, we note that a previous version
of the present paper has been made public in May 2010 by a subset of the authors [CFGT10]. After the
appearance of [KMS10] we have realized that our schemes are merely secure against adversaries without pre-
shared entanglement. In subsequent work, involving the full set of authors, we then developed the general
impossibility result.

5 Impact on Quantum Information Theory

Position-based quantum cryptography is an exciting new area of quantum cryptography with implementable
protocols that go beyond the well-known distribution of keys. Our general impossibility proof sets the borders
of what is possible in this model. Our schemes give an idea of the kind of applications one can hope for—given
realistic restrictions on the amount of entanglement the adversaries can handle. Rigorously proving security in
the general case is a challenging open problem. We expect many interesting connections to entropic uncertainty
relations, the limited-quantum-storage model, non-local games, parallel repetition and other areas in quantum
information theory to arise from our work.
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