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Abstract

In this paper, I try to cause some good-natured trouble. The issue at stake is when
will we ever stop burdening the taxpayer with conferences and workshops devoted—
explicitly or implicitly—to the quantum foundations? The suspicion is expressed that
no end will be in sight until a means is found to reduce quantum theory to two or
three statements of crisp physical (rather than abstract, axiomatic) significance. In
this regard, no tool appears to be better calibrated for a direct assault than quantum
information theory. Far from being a strained application of the latest fad to a deep-
seated problem, this method holds promise precisely because a large part (but not all)
of the structure of quantum theory has always concerned information. It is just that
the physics community has somehow forgotten this.

1 Imprimatur

im-pri-ma-tur (im pre-méi'ter, -ma'ter)
1. Official approval or license to print or
publish, especially under conditions of cen-
sorship.

— American Heritage Dictionary

The title of the NATO Advanced Research Workshop that gave birth to this volume was
“Decoherence and its Implications in Quantum Computation and Information Transfer.” It
was a wonderful meeting—the kind most of us lick our lips for year after year, with little
hope of ever tasting. It combined the best of science with the exotic solitude of an island far,
far away. One could not help but have a creative thought shaken loose with each afternoon’s
gusty wind. Indeed, it was a meeting that will make NATO proud. But, as any attendee can
tell you, the most popular pastime—in spite of those windy beaches and dark tans—was an
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Abstract

In this paper, I try once again to cause some good-natured trouble. The issue remains, when
will we ever stop burdening the taxpayer with conferences devoted to the quantum foundations?
The suspicion is expressed that no end will be in sight until a means is found to reduce quantum
theory to two or three statements of crisp physical (rather than abstract, axiomatic) significance.
In this regard, no tool appears better calibrated for a direct assault than quantum information
theory. Far from a strained application of the latest fad to a time-honored problem, this method
holds promise precisely because a large part—obut not all—of the structure of quantum theory
has always concerned information. It is just that the physics community needs reminding.

This paper, though taking quant-ph/0106166|as its core, corrects one mistake and offers sev-
eral observations beyond the previous version. In particular, I identify one element of quantum
mechanics that I would not label a subjective term in the theory—it is the integer parameter
D traditionally ascribed to a quantum system via its Hilbert-space dimension.

1 Introductionf]

Quantum theory as a weather-sturdy structure has been with us for 75 years now. Yet, there
is a sense in which the struggle for its construction remains. I say this because one can check that
not a year has gone by in the last 30 when there was not a meeting or conference devoted to some
aspect of the quantum foundations. Our meeting in Vaxjo, “Quantum Theory: Reconsideration of
Foundations,” is only one in a long, dysfunctional line.

But how did this come about? What is the cause of this year-after-year sacrifice to the “great
mystery?” Whatever it is, it cannot be for want of a self-ordained solution: Go to any meeting,
and it is like being in a holy city in great tumult. You will find all the religions with all their priests
pitted in holy war—the Bohmians [f], the Consistent Historians[ff], the Transactionalists[fj], the
Spontaneous Collapseans [ff], the Einselectionists[[f], the Contextual Objectivists [§], the outright
Everettics [f], [[0], and many more beyond that. They all declare to see the light, the ultimate light.
Fach tells us that if we will accept their solution as our savior, then we too will see the light.

IThis paper, though substantially longer, should be viewed as a continuation and amendment to Ref. [Eh Details of
the changes can be found in the Appendix to the present paper, Section 11. Substantial further arguments defending
a transition from the “objective Bayesian” stance implicit in Ref. [ﬂ} to the “subjective Bayesian” stance implicit
here can be found in Ref. [ﬂ]
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We all of us have some idea
of what the basic axioms
in physics will turn out to be.
The quantum or the particle
will surely not be amongst them.

— Einstein, 1948



The axioms of Relativity

1. The speed of light In empty space Is
Independent of the speed of Its source.

2.Physics should appear the same
In all inertial reference frames.
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4. The Hilbert space of a com-
posite sysem is the tensor
product of the Hilbert spaces

of its parts. 1

5. Each possible measurement 2
on a system corresponds to a
resolution of its Hilbert space
into orthogonal subspaces {P; },
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1. Thus a two-photon
system can exist in
"product states" such as

« > <> and <«
but also in "entangled"
states such as

U

\\ 2
in which neither
photon has a definite
state even though the
pair together does

2 Believers in the "many
worlds interpretation" reject
this axiom as ugly and
unnecessary. For them
measurement is just a unitary
evolution producing an
entangled state of the system
and measuring apparatus.
For others, measurement
causes the system to behave
probabilistically and forget
its pre-measurement state,
unless that state happens to
lie entirely within one of the
subspaces Pj .
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And God said:
Let there be confidentiality

And he saw that was good



And then God said:

et there be commitment

But he saw that was bad
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So God had no choice:

He invented Quantum Mechanics !




bit commitments
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Commit(x)




Unveil(x)
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Properties of Bit Commitments

® Concealing:
Bob cannot get information
about x without Alice's help

* Binding:
Alice cannot change value
of x once committed

e Unconditional:
Security is guaranteed
no matter what



BB84 Bit Commitment

(coin tossing)

Fun but known
to be Insecure

from the start!
(1984)
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(November 1, 2002)

Abstract

In a recent paper, Lo and Chau explain how to break a family of quantum bit
commitment schemes, and they claim that their attack applies to the 1993
protocol of Brassard, Crépeau, Jozsa and Langlois (BCJL). The intuition
behind their attack is correct, and indeed they expose a weakness common
to all proposals of a certain kind, but the BCJL protocol does not fall in this
category. Nevertheless, it is true that the BCJL protocol is insecure, but the
required attack and proof are more subtle. Here we provide the first complete

proof that the BCJL protocol is insecure.
1994 PACS numbers: 03.65.Bz, 42.50.Dv, 89.70.4+c
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Is Quantum Bit Commitment Really Possible?

Hoi-Kwong Lo* and H. F. Chau'
School of Natural Sciences, Institute for Advanced Study, Olden Lane, Princeton, NJ 08540
(January 15, 2002)

We show that all proposed quantum bit commitment schemes are insecure because the sender,
Alice, can almost always cheat successfully by using an Einstein-Podolsky-Rosen type of attack and
delaying her measurement until she opens her commitment.

PACS Numbers: 89.70.+c, 03.65.Bz, 89.80.+h

Work on quantum cryptography was started by S. J.
Wiesner in a paper written in about 1970, but remained
unpublished until 1983 [fl. Recently, there have been
lots of renewed activities in the subject. The most well-
known application of quantum cryptography is the so-
called quantum key distribution (QKD) [B-1], which is
useful for making communications between two users to-
tally unintelligible to an eavesdropper. QKD takes ad-
vantage of the uncertainty principle of quantum mechan-
ics: Measuring a quantum system in general disturbs it.
Therefore, eavesdropping on a quantum communication
channel will generally leave unavoidable disturbance in
the transmitted signal which can be detected by the legit-
imate users. Besides QKD, other quantum cryptographic
protocols [ﬂ] have also been proposed. In particular, it is
generally believed [E] that quantum mechanics can pro-
tect private information while it is being used for public
decision. Suppose Alice has a secret x and Bob a secret
y. In a “two-party secure computation” (TPSC), Alice
and Bob compute a prescribed function f(z,y) in such a
way that nothing about each party’s input is disclosed to
the other, except for what follows logically from one’s pri-
vate input and the function’s output. An example of the
TPSC is the millionaires’ problem: Two persons would
like to know who is richer, but neither wishes the other
to know the exact amount of money he/she has.

In classical cryptography, TPSC can be achieved ei-
ther through trusted intermediaries or by invoking some
unproven computational assumptions such as the hard-
ness of factoring large integers. The great expectation
is that quantum cryptography can get rid of those re-
quirements and achieve the same goal using the laws of
physics alone. At the heart of such optimism has been
the widespread belief that unconditionally secure quan-
tum bit commitment (QBC) schemes exist [ff]. Here we
put such optimism into very serious doubt by showing

“Present Address: BRIMS, Hewlett-Packard Labs, Fil-
ton Road, Stoke Gifford, Bristol BS12 6QZ, UK. e-mail:
hkl@hplb.hpl.hp.com
TPresent Address: Department of Physics,
of Hong Kong, Pokfulam Road, Hong Kong.
hfchau@hkusua.hku.hk

University
e-mail:

that all proposed QBC schemes are insecure: A dishon-
est party can exploit the non-local Einstein-Podolsky-
Rosen (EPR) [[Lg type correlations in quantum mechan-
ics to cheat successfully. To do so, she generally needs
to maintain the coherence of her share of a quantum sys-
tem by using a quantum computer. We remark that all
proposed QBC schemes contain an invalid implicit as-
sumption that some measurements are performed by the
two participants. This is why this EPR-type of attack
was missed in earlier analysis.

Let us first introduce bit commitment. A bit com-
mitment scheme generally involves two parties, a sender,
Alice and a receiver, Bob. Suppose that Alice has a bit
(b = 0 or 1) in mind, to which she would like to be
committed towards Bob. That is, she wishes to provide
Bob with a piece of evidence that she has already chosen
the bit and that she cannot change it. Meanwhile, Bob
should not be able to tell from that evidence what b is.
At a later time, however, it must be possible for Alice
to open the commitment. In other words, Alice must be
able to show Bob which bit she has committed to and
convince him that this is indeed the genuine bit that she
had in mind when she committed.

A concrete example of an implementation of bit com-
mitment is for Alice to write down her bit in a piece of
paper, which is then put in a locked box and handed
over to Bob. While Alice cannot change the value of the
bit that she has written down, without the key to the
box Bob cannot learn it himself. At a later time, Alice
gives the key to Bob, who opens the box and recovers the
value of the committed bit. This illustrative example of
implementation is, however, inconvenient and insecure.
A locked box may be very heavy and Bob may still try
to open it by brute force (e.g. with a hammer).

What do we mean by cheating? As an example, a
cheating Alice may choose a particular value of b during
the commitment phase and tell Bob another value during
the opening phase. A bit commitment scheme is secure
against a cheating Alice only if such a fake commitment
can be discovered by Bob. For concreteness, it is instruc-
tive to consider a simple QBC protocol due to Bennett
and Brassard [fJ]. Its procedure goes as follows: Alice and
Bob first agree on a security parameter, a positive integer
s. The sender, Alice, chooses the value of the committed
bit, b. If b = 0, she prepares and sends Bob a sequence
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We show that all proposed quantum bit commitment schemes are insecure because the sender,
Alice, can almost always cheat successfully by using an Einstein-Podolsky-Rosen type of attack and
delaying her measurement until she opens her commitment.
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The claim of quantum cryptography has always been that
it can provide protocols that are unconditionally secure, that
is, for which the security does not depend on any restriction
on the time, space or technology available to the cheaters.
We show that this claim does not hold for any quantum bit
commitment protocol. Since many cryptographic tasks use
bit commitment as a basic primitive, this result implies a
severe setback for quantum cryptography. The model used
encompasses all reasonable implementations of quantum bit
commitment protocols in which the participants have not met
before, including those that make use of the theory of special
relativity.

1994 PACS numbers: 03.65.Bz, 42.50.Dv, 89.70.4+c

a. Introduction. Quantum cryptography is often as-
sociated with a cryptographic application called key dis-
tribution [[]] and it has achieved success in this area [f].
However, other applications of quantum mechanics to
cryptography have also been considered and a basic cryp-
tographic primitive called bit commitment, the main fo-
cus of this letter, was at the basis of most if not all of
these other applications [E,E,Eﬂ].

In a concrete example of bit commitment, a party, Al-
ice, writes a bit b on a piece of paper and puts it into a
safe. She gives the safe to another party, Bob, but keeps
the key. The objective of this scheme, and of bit com-
mitment in general, is that Alice cannot change her mind
about the value of the bit b, but meanwhile Bob cannot
determine the bit b. At a later time, if Alice wants to
unveil b to Bob, she gives the key to Bob.

In 1993, a protocol was proposed to realize bit com-
mitment in the framework of quantum mechanics, and
the unconditional security (see sections E and H) of this
protocol has been generally accepted for quite some time.
However, this result turned out to be wrong. The non
security of this protocol, called the BCJL protocol, was
realized in the fall of 1995 [[IJ]. After this discovery, Bras-
sard, Crépeau and other researchers have tried to find
alternative protocols [@] Some protocols were based on
the theory of special relativity. For additional informa-
tion about the history of the result see [f]. See also [[L1].

Here it is shown that an unconditionally secure bit
commitment protocol is impossible, unless a computing
device, such as a beam splitter, a quantum gate, etc. can
be simultaneously trusted by both participants in the
protocol. This encompasses any protocol based on the
theory of special relativity. A preliminary version of the

proof appeared in [[L3].

b. The model for quantum protocols. It is neither
possible in this letter to describe in detail a model for
two-party quantum protocols, nor is it is useful for the
purpose of this letter. The following description includes
all that is necessary for our proof.

In our model, a two-party quantum protocol is exe-
cuted on a system Hy ® Hg ® Hg where Hy and Hp
correspond to two areas, one on Alice’s side and one on
Bob’s side, and Hg corresponds to the environment. We
adopt the “decoherence” point of view in which a mixed
state p of H® H p is really the reduced state of Hy® Hp
entangled with the environment Hpg, the total system
H, ® Hg ® Hg always being in a pure state [¢). The
systems H 4 and Hp contain only two dimensional quan-
tum registers. Higher dimensional systems can be con-
structed out of two dimensional systems. Alice and Bob
can execute any unitary transformation on their respec-
tive system. In particular, they can introduce new quan-
tum registers in a fixed state |0). States that correspond
to different number of registers can be in linear super-
position. Any mode of quantum communication can be
adopted between Alice and Bob.

Without loss of generality, we can restrict ourselves to
binary outcome measurements. The environment is of
the form Hg = H5®HE7A®HE73 where Hg = HS,A X
Hs p is a system that stores classical bits that have been
transmitted from Hg 4 on Alice’s side to Hg p on Bob’s
side or vice versa, and Hg 4 and Hpg p store untransmit-
ted classical bits that are kept on Alice’s side and Bob’s
side respectively. To execute a binary outcome measure-
ment, a participant P € {A, B}, where A and B stand for
Alice and Bob respectively, introduces a quantum regis-
ter in a fixed state |0). The participant P entangles this
register with the measured system initially in a state |¢)
and obtains a new state of the form « |0)|¢o) + 5 ]1)|¢p1).
Then, he sends the new quantum register away to a mea-
suring apparatus in Hg p which amplifies and stores each
component |x) as a complex state |z)(F>F). The resulting
state is a [0)(ZP)|go) + B[1)(FP)|¢;). Similarly, to gen-
erate a random bit one simply maps |0) into « |0) + 5 |1)
and sends the register away in some part of Hg, p that will
amplify and store it as a state a [0)(Z-F) +3[1)(F-F) The
transmission of a classical bit  from Alice to Bob is rep-
resented by a transformation that maps |2)()|0)(#:5)
into |2)(3A)|2)(5B) A similar transformation exists for
the transmission of a classical bit from Bob to Alice.

Now, let us assume that the total system is in a super-



Unconditionally secure quantum bit commitment is impossible

Dominic Mayers
Département IRO, Université de Montréal
C.P. 6128, succursale Centre-Ville, Montréal (Québec), Canada H3C 3J7.
(August 9, 2002)

The claim of quantum cryptography has always been that
it can provide protocols that are unconditionally secure, that
is, for which the security does not depend on any restriction
on the time, space or technology available to the cheaters.
We show that this claim does not hold for any quantum bit
commitment protocol. Since many cryptographic tasks use
bit commitment as a basic primitive, this result implies a
severe setback for quantum cryptography. The model used
encompasses all reasonable implementations of quantum bit
commitment protocols in which the participants have not met
before, including those that make use of the theory of special
relativity.

proof appeared in [[L3].

b. The model for quantum protocols. It is neither
possible in this letter to describe in detail a model for
two-party quantum protocols, nor is it is useful for the
purpose of this letter. The following description includes
all that is necessary for our proof.

In our model, a two-party quantum protocol is exe-
cuted on a system Hy ® Hg ® Hr where Hy and Hp
correspond to two areas, one on Alice’s side and one on
Bob’s side, and Hpg corresponds to the environment. We
adopt the “decoherence” point of view in which a mixed
state p of H4® Hpg is really the reduced state of HA®@ Hp
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There had been well known eloims of “provably unbresknble” quantum protoecls for bit comanit-
ment and eoin tossing. However, we, and independently Mayers, showed that all proposed quantum
bt commitmient (and therefore ecin tesing] schemes aee, in principle, inmeore beeanss the sesoder,
Alice, con nhynys cheat suecessfully by using an EPR-type of attack and deloying her mensurements.
One might wonder if seoure quantum bit commitment and ccin tossing protocols exist ot all. Flere
we prove that an EPR-type of atisck by Alice will, in principle, brenk apy realistic quantum bic
comrmittmnent and ideal eoin tossing soheme, Therefors, provided thet A lies hes o quentom compuoter
nnd is copoble of storing gquantum signonls foc on arbitcary length of tioe, ol thoss schemes are
inseeure. Sinee bit commitment and coin tossing are useful primitives for builling up more sophis-

ticated protoools such s zero-knowledge procfs, cur results cast very serious doubt on the ssearity
al quontwm erypography in the sceenlled Spostomaldawar® spplications.

1 Introduction

wantum crvptography was frst peoposed by Wiesnar
[B more than two decades apo Ina papar that ramainesd

unpablished antil 19583, Recantly, thars have bean lots of

renewed activities in tha subject, The most well-knowvn
application of quantum eryplography is key distribotion
||i B 4. The aim of key distribution is to allow two
usars to generate a shared random string of informa-
tion that can, lfor example, be usad bo make their mes-
zages in subsequant eomimunication totally anintelligible
toan aavesdropper. Cuantum key distribotion 2 secura
I B [, (9, Bl becauss, i is impossible (for an eaves-
droppsar) to make copies (or elones) of non-orthogonal
statas in quantum mechanics without violating unitar-
ity. Moreovar, measuring a quantum system genarally
disturts it because quantum mechanical observables can
be non-commuting. For this reason, eavesdropping an a
quantum eommunication channal will genarally lesve un-
avoidahbla disturbance in the transmittad =ignal which can
bie detaeted by the lagitimate users.

In additicn to key distribution, the se-callad “post-cald-
war" applications of quantum cryptography  have also
biesan progpossd m E: El A typical problem in
“post-oold-war® quantum cryptography is the two-party
sacire eompatation, in which both parties would like to
know the rasult of a computation but naither side wishas
toreveal its own data. For example, two firms will embark
an a joint venture il and cnly i their combined capital
availabla for the project is larger than one millicn dal-
lars. Thay would like to know i this eondition is fulfilled
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but naithar wishas to revaal the exact amount of eapital
it commits to the projact, In classical eryplography, this
can be dona aither through trusted intarmediaries or by
invoking some unprovan ervplographic assumptions such
a= the hardness of facvcring. The big quastion is wheathar
quantum eryptography can get rid of those requirements
and achisva the same goal using tha laws of physics alona,

This paper ralatas 1o thoss post-cold-war applications
af quantum eryptography, Until recently, thara had been
much optimism in the subject, Various protocols for say
Bit commitment, coin tossing and oblivious iransfer of
quantum ervptography had besn proposed ||I|E ﬂﬁ EE
In particular, the BCIL H bit commitment schame had
bean claimed to be provably unbreakable. However, in our
recent paper EIL we showad that all proposed quantum
bt commitment schamas are insacure baeansa the sencer,
Alica, can always cheat suecasslully by using an EPR-typa
af attack and dalaying her measurament until she opens
her commitment.  [The insscurity of the BCIL seheme
was also investigatad by Mayars [19] from an information-
thaoratic point of view.] Ouwr result put the sacurity of
post-cald-war quantum cryptographie svstams in secions
donbt baeanse Bt commitmant is o cruelal peimitiva in
building up more sophisticated protoeals, In particolar,
it has baen shown by Yao | that a sscure quantum
Lit. commitment schamea can ba usad to implemant @ s
cure quantum chlivious transkar schame wherass Kilian
||E|I has shown that, In classical cryptography, oblivious
transfer can be usad o implament many protocols such
a= ohlivious cirenit avaluation, which is a close cousin of
sapire bwo-party computation. Thiz chain of arguments,
tharafora, saams Lo suggest that quantum bit comimitmeant
alane i sufficiant for implamenting sseure two-party oo-
putation or its closs cousin, However, without quantum
Lit. eommitment, it s not claar il sscure two-party oom-



PhysComp96 Why quantum bit commitment and
Full paper

Draft, 10 May, 1096 1deal quantum coin tossing are impossible.
Revised, 21 July 1996 Do N L N
1A SSNS-HEP-96/50 Hoi-Kwong Lo'and H. F. Chau*
quant-ph,/ 9605026 school of Natural Sciences, Institute for Advanced Study, Princeton, INJ 05540

There had been well known claims of “provably unbreakable” quantum protocols for bit commit-
ment and coin tossing. However, we, and independently Mayvers, showed that all proposed quantum
bit commitment {and therefore coin tossing) schemes are, in principle, insecure because the sender,
Alice, can always cheat successfully by using an EPR-type of attack and delaying her measurements.
One might wonder if secure quantum bit commitment and coin tossing protocols exist at all. Here
we prove that an EPR-type of attack by Alice will, in principle, break any realistic quantum bit
commitment and ideal coin tossing scheme. Therefore, provided that Alice has a quantum computer
and 1s capable of storing quantum signals for an arbitrary length of time, all those schemes are
insecure. Since bit commitment and coin tossing are useful primitives for building up more sophis-
ticated protocols such as zero-knowledge proofs. our results cast very serious doubt on the security
of quantum cryptography in the so-called “post-cold-war” applications.
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It has been suggested that the ability of quantum mechanics to allow secure distribution of secret
key together with its inability to allow bit commitment or communicate superluminally might be
sufficient to imply the rest of quantum mechanics. I argue using a toy theory as a counterexample
that this is not the case. I further discuss whether an additional axiom (key storage) brings back

the quantum nature of the theory.

One of the great desires of those who study both quan-
tum information theory and quantum foundations has
been to find simple information-theoretic axioms suffi-
cient to imply all the rest of quantum mechanics [1]. To
this end it has been suggested (private communication
from Fuchs and Brassard to Bub, reported in [2] and cf.
[3, 4]) that the existence of unconditionally secure cryp-
tographic key distribution (of the sort granted by quan-
tum mechanics [3, ifl]), together with the impossibility of
secure bit commitment (also a feature of quantum me-
chanics [, |€]) might comprise just such a sufficient set.
This is appealing as these two cryptographic primitives
capture two of the key properties of quantum mechan-
ics: Quantum key distribution is built on the idea that
information gathering causes a necessary disturbance to
quantum systems, while the bit commitment no-go the-
orem depends on an entanglement-based attack. More
recently, this question has been rephrased slightly, and
an axiom added by Clifton, Bub and Halvorson (CBH)
[9]. Their axioms are:

e No broadcasting of arbitrary information [10]—In
quantum mechanics, noncommuting density matri-
ces cannot be cloned or even distributed in such a
way that all marginal density matrices are correct.

e No unconditionally secure bit commitment.

e No superluminal communication transfer, i.e. a
measurement on one system does not affect other
systems.

In this paper I argue that these axioms are not sufficient
to imply quantum mechanics. To make the argument, I
propose an alternate toy theory of physics which satisfies
these axioms but which quite obviously will not imply
quantum mechanics. This result is in direct contradic-
tion to Clifton, Bub, and Halvorson’s, whose result seems
to depend on the additional assumption that a physical
theory must be a C* algebra. It is unclear at this time
just how much that additional assumption brings into the
discussion.

LOCKBOX MODELS

I will consider a class of toy models whose basic unit of
matter is the lockbox. A lockbox in general is an object
akin to a physical box that can contain bit strings and
cannot be opened except when the correct conditions ex-
ist to open the box. Depending on the model the box
might be opened with a combination, a physical key, or
something else. A lockbox may also perform other func-
tions on the data within it depending on various inputs.
Such boxes need not be allowed by physics, but instead
are the building block of toy theories.

For example, consider a lockbox with a combination
lock, that can contain a bit value b. The value cannot
be read out of the lockbox except if a particular string of
bits C—the combination—is presented to it. The bit b
and combination C are chosen by the lockbox’s creator at
the time of its creation. If the lockbox is presented with
an incorrect combination, the bit value is destroyed.

It can be helpful to think of such a lockbox as a physical
box, that one could made of brass or steel, but it must
be stressed that this can only be an approximation. The
bit value in the lockbox by definition cannot be read out
by any means other than using the correct combination,
whereas a brass or steel box can always be drilled or
blown open with explosives if enough effort is expended.

A true lockbox cannot exist in classical mechanics. It
is often said that one way in which quantum mechan-
ics differs from classical mechanics is that it cannot be
represented by a local hidden variable theory. This state-
ment hides a common oversight about classical mechan-
ics. Classical mechanics also is not correctly represented
by a local hidden variable theory, but by a local unhidden
variable theory—in principle every possible property of a
classical system can be measured perfectly [L1] whereas
the contents of a lockbox are unconditionally protected.
Our example lockbox also differs from both classical and
quantum theory in that its behavior when the wrong
combination is applied is irreversible—the bit value is
destroyed and cannot be recovered [12]. Thus a lockbox
explicitly mimics the quantum property that unknown
nonorthogonal states cannot be cloned (copied) [13, [14]
or even measured without disturbance [15]. A lockbox
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Quantum Mechanics

as Quantum Information

(and only a little more)
Christopher Fuchs, quant-ph/0205039

The task is not to make sense of the quantum
axioms by heaping more structure, more definitions,
more science-fiction imagery on top of them,

From what deep physical principles might we derive
this exquisite mathematical structure?
Those principles should be crisp [and] compelling.

They should stir the soul.



Characterizing Quantum Theory in Terms of
Information-Theoretic Constraints
(Rob Clifton, Jeff Bub & Hans Halvorson, 2003)

Why the Quantum?
(Jeff Bub, 2003)



" The project was first suggested to me by
remarks by Gilles Brassard at the meeting
"Quantum Foundations in the Light of
Quantum Information and Cryptography*
held in Montreal, May 17-19, 2000. "

— Jeff Bub (Why the Quantum)



Email from Rob Clifton to Jeff Bub, 4 December 2001

" 1t was good to talk to you over pizza today.
In fact, i1s was the most exciting "truly quantum’
conversation 1've had here with someone

since Hans [Halvorson] left in July. "



Quantum mechanics is fundamentally a theory
about the possibilities and impossibilities
of information transfer in our world,
not a theory about the mechanics of

nonclassical waves and particles.
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Clifton, Bub, and Halvorson (CBH) have argued that quantum mechanics can be derived from
three cryptographic, or broadly information-theoretic, axioms. But Smolin disagrees, and he has

given a toy theory that he claims is a counterexample.

Here we show that Smolin’s toy theory

violates an independence condition for spacelike separated systems that was assumed in the CBH
argument. We then argue that any acceptable physical theory should satisfy this independence

condition.

INTRODUCTION

In a recent note, Smolin 4] has presented a toy theory
that simulates some interesting cryptographic features
of quantum mechanics. Most interestingly, Smolin’s toy
theory satisfies the three cryptographic, or information-
theoretic, axioms from which Clifton, Bub, and Halvor-
son (CBH) [1]] have claimed to be able to derive quantum
mechanics. So, Smolin argues that, contra CBH, QM
cannot be derived from these three axioms.

We agree with Smolin that QM is not a logical conse-
quence of the three information-theoretic axioms, taken
in complete isolation from any theoretical context. In
fact, we think that attempting such a derivation would
be futile, as shown by the history of failed attempts (e.g.,
the quantum logic program) to derive QM from com-
pletely explicit, physically plausible axioms. When such
attempts have not failed miserably, their partial successes
have come at the expense of complicating the axioms to
the point of destroying all physical insight.

The failure of attempts at theoretically-neutral deriva-
tions of QM does not undermine the importance of pro-
viding characterizations within some judiciously chosen
framework of background assumptions — these assump-
tions might be explicit (as in CBH’s assumption that the-
ories permit a C*-algebraic formulation), or they might
be tacit (as, e.g., in Einstein’s assumption that space-
time is continuous and not discrete). For someone con-
cerned with diachronic relationships between theories,
it is an extremely interesting question to ask whether
there is a framework that encompasses both the old and
the new theory, and whether there are salient physi-
cal postulates that distinguish the two theories. CBH
have answered this question in the affirmative for clas-
sical and quantum mechanics: the C*-algebraic frame-
work encompasses both theories, and quantum mechan-
ics is distinguished in terms of its satisfaction of the three
information-theoretic axioms.

But to be more specific, we argue here that Smolin’s
toy theory is so remote from classical or quantum me-
chanics that it holds little physical interest. In particular,
we show that Smolin’s theory violates an independence
condition for distinct systems that is taken for granted in
both classical and quantum mechanics. We then argue
that the failure of this independence condition leads to
pathologies that are unacceptable in any physical theory.

AGAINST SERIAL NUMBERS

CBH argue that QM can be derived from three axioms:
no superluminal information transfer via measurement,
no cloning [4], and no bit commitment. Roughly speak-
ing, the no cloning axiom says that there cannot be a
machine that accepts arbitrary input states, and returns
two copies of any state it receives. The no bit commit-
ment axiom states that it is not possible for one observer,
Alice, to send a bit value to a second observer, Bob, in
such a way that Bob cannot access the bit value until
Alice provides him with a key, and such that Alice can-
not change her bit value after she has sent it to Bob. It
is well-known that elementary QM satisfies these three
cryptographic axioms. CBH claim that QM can also be
derived from these three axioms, and so the conjunction
of the axioms is equivalent to the claim that QM is true.

Smolin’s toy theory consists of symmetric pairs of lock-
boxes, where each pair of lockboxes has a unique serial
number. Furthermore, each lockbox contains a bit value,
which is accessible to inspection only when the lockbox
is in the presence of its partner. For the details of how
the lockbox theory satisfies the three axioms, we refer the
reader to Smolin’s paper. But note that the assumption
of unique serial numbers is needed to ensure that cloning
is impossible.

Most of the details of Smolin’s lockbox theory are irrel-
evant to his argument against the CBH characterization
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We present a toy theory that is based on a simple principle: the number of questions about
the physical state of a system that are answered must always be equal to the number that are
unanswered in a state of maximal knowledge. A wide variety of quantum phenomena are found to
have analogues within this toy theory. Such phenomena include: the noncommutativity of measure-
ments, interference, the multiplicity of convex decompositions of a mixed state, the impossibility of
discriminating nonorthogonal states, the impossibility of a universal state inverter, the distinction
between bi-partite and tri-partite entanglement, the monogamy of pure entanglement, no cloning, no
broadcasting, remote steering, teleportation, dense coding, mutually unbiased bases, unextendible
product bases, and many others. The diversity and quality of these analogies is taken as evidence
for the view that quantum states are states of incomplete knowledge rather than states of reality.
A consideration of the phenomena that the toy theory fails to reproduce, notably, violations of Bell
inequalities and the existence of a Kochen-Specker theorem, provides clues for how to proceed with
a research program wherein the quantum state being a state of incomplete knowledge is the idea

upon which one never compromises.
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Abstract

Clifton, Bub, and Halvorson [Foundations of Physics 33, 1561
1591, (2003)] have recently argued that quantum theory is charac-
terized by its satisfaction of three information-theoretic axioms. How-
ever, it is not difficult to construct apparent counterexamples to the
CBH characterization theorem. In this paper, we discuss the limits of
the characterization theorem, and we provide some technical tools for
checking whether a theory (specified in terms of the convex structure
of its state space) falls within these limits.

1 Introduction

Some would like to argue that quantum information theory has revolution-
ary implications for the philosophical foundations of QM (see, e.g., Bub,
2004; Fuchs, 2003). Whether or not this claim is true, there is no doubt
that quantum information theory presents us with new perspectives from
which we can approach traditional questions about the interpretation of
QM. One such question asks whether there are natural physical postulates
that capture the essence of QM — postulates that tell us what sets QM
apart from other physical theories, and in particular from its predecessor
theories. The advent of quantum information theory suggests that we look
for information-theoretic postulates that characterize (i.e., are equivalent
to) QM.

A positive answer to this question has been supplied by Clifton, Bub,
and Halvorson (2003). Clifton, Bub and Halvorson (CBH) show that, within
the C*-algebraic framework for physical theories, quantum theories are sin-
gled out by their satisfaction of three information-theoretic axioms: 1. no

*hhalvors@princeton.edu. This is version 2.
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Abstract

The usual formulation of quantum theory is based on
rather obscure axioms (employing complex Hilbert
spaces, Hermitean operators, and the trace formula
for calculating probabilities). In this paper it is
shown that quantum theory can be derived from five
very reasonable axioms. The first four of these ax-
ioms are obviously consistent with both quantum the-
ory and classical probability theory. Axiom 5 (which
requires that there exist continuous reversible trans-
formations between pure states) rules out classical
probability theory. If Axiom 5 (or even just the word
“continuous” from Axiom 5) is dropped then we ob-
tain classical probability theory instead. This work
provides some insight into the reasons why quantum
theory is the way it is. For example, it explains the
need for complex numbers and where the trace for-
mula comes from. We also gain insight into the rela-
tionship between quantum theory and classical prob-
ability theory.

1 Introduction

Quantum theory, in its usual formulation, is very ab-
stract. The basic elements are vectors in a complex
Hilbert space. These determine measured probabil-
ities by means of the well known trace formula - a
formula which has no obvious origin. It is natural to
ask why quantum theory is the way it is. Quantum

*hardy@qubit.org. This is version 4

theory is simply a new type of probability theory.
Like classical probability theory it can be applied
to a wide range of phenomena. However, the rules
of classical probability theory can be determined by
pure thought alone without any particular appeal to
experiment (though, of course, to develop classical
probability theory, we do employ some basic intu-
itions about the nature of the world). Is the same
true of quantum theory? Put another way, could a
19th century theorist have developed quantum the-
ory without access to the empirical data that later
became available to his 20th century descendants?
In this paper it will be shown that quantum theory
follows from five very reasonable axioms which might
well have been posited without any particular access
to empirical data. We will not recover any specific
form of the Hamiltonian from the axioms since that
belongs to particular applications of quantum the-
ory (for example - a set of interacting spins or the
motion of a particle in one dimension). Rather we
will recover the basic structure of quantum theory
along with the most general type of quantum evo-
lution possible. In addition we will only deal with
the case where there are a finite or countably infinite
number of distinguishable states corresponding to a
finite or countably infinite dimensional Hilbert space.
We will not deal with continuous dimensional Hilbert
spaces.

The basic setting we will consider is one in which
we have preparation devices, transformation devices,
and measurement devices. Associated with each
preparation will be a state defined in the following
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Axiom 1 Proballities. Relative frequencies (mea-
sured by taking the proportion of times a par-
ticular outcome is observed) tend to the same
value (which we call the probability) for any case
where a given measurement is performed on a
enseinble of n systems prepared by some given
preparation in the limit as n becomes infinite.

Axiom 2 Simpheity, K ois determined by a function
of N (ie. K = K(N}) where N =1,2,... and
where, for each given N. K takes the minimum
value consistent with the axioms.

Axiom 3 Subspaoces. A svstem whose state is con-
strained to belong to an M dimensional subspace
(i.e. have support on only M of a set of N possi-
ble distingnishable states) behaves like a system
of dimension M.

Axiom 4 Composite systems. A composite systein
consisting of subsystems A and B satisfies N =
NiyNpand K = K 1 Kpg

Axiom 5 Continuity. There exists a continmous re-
versible transformation on a system between any
two pure states of that system.



e The number of degrees of freedom, K, is defined
as the minimum number of probability measure-
ments needed to determine the state, or, more
roughly, as the number of real parameters re-
quired to specify the state.

e The dimension, N, is defined as the maximum
number of states that can be reliably distin-
ouished from one another in a single shot mea-
surement.
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In a recent paper [e-print lquant-ph/0101012], Hardy has given a derivation of
“quantum theory from five reasonable axioms.” Here we show that Hardy’s first
axiom, which identifies probability with limiting frequency in an ensemble, is not

necessary for his derivation. By reformulating Hardy’s assumptions, and modifying
a part of his proof, in terms of Bayesian probabilities, we show that his work can be
easily reconciled with a Bayesian interpretation of quantum probability.

I. INTRODUCTION

In Bayesian probability theory [, B, probabilities are not objective states of nature,
but rather are taken to be degrees of belief that determine an agent’s decisions in the face
of uncertainty. It can be shown that degrees of belief must obey the usual rules of the
probability calculus if the agent’s decisions are rational (for references and a summary of
the argument, see [fJ]). In a Bayesian framework, probabilities and measured frequencies are
strictly separate concepts. This leads to conceptual clarity in statements that involve both
probabilities and frequencies. Furthermore, adopting the Bayesian viewpoint has important
practical consequences in the field of statistics [, fl].

If the Bayesian interpretation is applied to quantum mechanical probabilities, one is led
naturally to the viewpoint that quantum states represent states of belief. This viewpoint
is attractive for many reasons. For instance, it eliminates the difficulties associated with
regarding quantum state collapse as a real physical process. Within the Bayesian framework,
one can account effortlessly for the tight connection between measured frequencies and the
probabilities obtained from the quantum probability rule [H]. The Bayesian approach has led
to new mathematical results [B, ], a better understanding of prior information in quantum
tomography [, and an optimized entanglement purification protocol [§].

Hardy [[] (see also [[(]) has recently given a derivation of the mathematical structure
of quantum theory from five simple axioms. In his first axiom, Hardy identifies probability
with measured frequency in the limit of an infinite number of repetitions of a given experi-
ment. In Hardy’s formulation, a quantum state is a property of a preparation device. This
is a problematical notion. Attempts to base probability theory on a definition of probability
as frequency in infinite ensembles [[1]] have largely failed (see, e.g., [[3, [J]). For instance,
without further complicating assumptions, a relative frequency specified for an infinite en-
semble does not in any way restrict the corresponding frequency for a finite subensemble.
Furthermore, attaching the notion of a quantum state to a preparation device appears to
limit quantum theory to the description of laboratory experiments. But surely one would
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Abstract. Building on the work of Deutsch and Jozsa, we construct oracles
relative to which (1) there 1s a decision problem that can be solved with certainty
1n worst-case polynomial time on the quantum computer, yet it cannot be solved
classically in probabilistic expected polynomial time if errors are not tolerated, nor
even in nondeterministic polynomial time, and (2) there 1s a decision problem that
can be solved in exponential time on the quantum computer, which requires
double exponential time on all but finitely many instances on any classical
deterministic computer.

1. Introduction

In his 1982 keynote address to the first workshop on the physics of computation,
Richard Feynman asked the question of whether or not physics can be simulated with
computers [15]. Although he considered the 1dea of using a quantum computer for
this purpose, he called it ‘a side remark’, whereas he considered the question of
simulating quantum processes with a classical computer to be ‘the interesting’
question. He expressed the belief that it 1s not possible to simulate physics in real
time with a classical computer, whereas 1t may be possible with a quantum computer.
If true, this would imply that there are tasks the quantum computer can handle
significantly faster than any classical computer ever could. Feynman discussed
quantum computers in more detail in a plenary talk he presented at the 1984
CLEO/IQEC Meeting [16]. Soon thereafter, David Deutsch formalized the concept
of the quantum computer and the question of whether it might be more powerful
than classical computers from a computational complexity point of view [11,12].

What makes the quantum computer different from a classical computer is the
possibility it offers for massive parallelism within a single piece of hardware. Let f
be a computable function. If you have to compute it on two different inputs x and
y, you may have to compute f(x) and then start afresh to compute f( y), thus requiring
about twice as long as if you had needed only one of these values. The quantum
computer allows you to prepare an input that encodes both x and y in gquantum
superposition. If you run your program that computes f on that input, and if your

1 The results given in this paper have been presented at the 7th Annual IEEE Symposium
on Structure in Complexity Theory, Boston, June 1992, and at the Workshop on Physics and
Computation, PhysComp 92, Dallas, October 1992; they have appeared in preliminary form
in those Proceedings [7, 8].
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Abstract. Building on the work of Deutsch and Jozsa, we construct oracles
relative to which (1) there i1s a decision problem that can be solved with certainty
in worst-case polynomial time on the quantum computer, yet it cannot be solved
classically in probabilistic expected polynomial time if errors are not tolerated, nor
even in nondeterministic polynomial time, and (2) there is a decision problem that
can be solved in exponential time on the quantum computer, which requires
double exponential time on all but finitely many instances on any classical
deterministic computer.
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preferably, that BPP C BQP, under a classical computational complexity assumption
more natural than P C C—_P[half]. For instance, can the desired conclusion be
established under the sole assumption that P # NP or, failing this, that one-way
functions exist? (A one-way function is easy to compute but computationally
infeasible to invert.) The other promising direction for investigation is to find a really
useful problem that the quantum computer can solve efficiently, for which no
efficient classical algorithms are known. This would be interesting even lacking a
proof that the problem in question is genuinely hard for classical computers.

Although building a quantum computer is beyond current technology (but see
[23] for a proposal), this should not discourage research into quantum computing.
Indeed, quantum physics has been used successfully for purposes closely related to
computation in a prototype that demonstrates the technological feasibility of
quantum cryptography [4, 5]. Ten years ago, quantum cryptography was still pure
science-fiction. A good way of pumping funding into the building of an actual
quantum computer would be to find an efficient quantum factoring algorithm!

It is our hope that quantum computers will come into existence during our
lifetime and that they will be harnessed to computational tasks beyond the reach of
even the fastest possible classical computers. But should it turn out that there 1s
nothing ‘useful’ the quantum computer can do faster than a classical computer, or
should building it remain forever beyond the reach of technology, the words of
Feynman would echo in our minds: ‘Such nonsense is very entertaining to professors
like me. I hope you will find it interesting and entertaining also’ [16].

Note added in proof.—Our conclusion that ‘A good way of pumping funding into
the building of an actual quantum computer would be to find an efficient quantum
factoring algorithm!” was prophetic. Peter Shor discovered such an algorithm within
hours of our writing this sentence and sending the final version of our paper to the
Editors. Shor’s striking result will be presented on 20 November 1994 at the 36t/
Annual IEEE Symposium on the Foundations of Computer Science, Santa Fe, New
Mexico, and it will appear in the Proceedings, published by the IEEE Computer
Society Press. It remains to see what effect this result will have on funding.
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Rolf Landauer has once claimed that
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